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FAKE Office 365 password expiring SCAM!!!
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Good Day All,

Please note there is a FAKE PHISHING email going around claiming your Office 365
password is going to expire today.

Key Reg Flags!!!

1. Sender email address is a random Hotmail account.
2. The sense of urgency being portrayed in the email.

3. The text and the link in the email is just picture that makes the entire email clickable
to some bogus website.

4. Our Office / Microsoft 365 accounts are not set to expire the passwords and are
managed by Westview Co-op IT Administrators.

Please see example below:

The password toyour email expires today, yvou should keep ywour current password now.

Keep My password

Microsoft Carporation



https://helpdesk.westviewcoop.ca/
https://helpdesk.westviewcoop.ca/news
https://helpdesk.westviewcoop.ca/news/general
https://helpdesk.westviewcoop.ca/news/posts/fake-office-365-password-expiring-scam
https://helpdesk.westviewcoop.ca/news/general

