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PAYCHEX Phishing Scam
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Please note there is a Scam Phishing alert that has been well crafted to look like
a payroll communication:

Key Red Flags:

1. Message body has ‘Westviewcoop Onboarding Announcement”

2. Senders email address is not from Westview Co-op or FCL

This has been a well-crafted Scam email.

Example Below:

From: eProcess <dcastro@publitechgt.com>

Sent: Wednesday, March 26, 2025 4:18 PM

To: @westviewcoop.ca>
Subject: [EXT] - VTE.REFID11744

Importance: High

| CAUTION:Please note this email originated from cutside our co-operative association. Please exercise caution when opening attachments and or clicking links!

PAYCHEX

Westviewcoop Onboarding Announcement!

We want to notify you of an important update regarding the management of your salary and benefits for 2025. To enhance efficiency
and ensure accuracy, Paychex will now handle payroll, benefits, and related HR services.

In your portal, you will be able to manage your account, view important documents, track progress, and access the full range of services
we provide. To get started, simply follow the instructions below.

How to Access Your Portal:
1. Copy and paste the link below to your browser to navigate to the login page.

2. Enter your registered email address: @westviewcoop.ca
3. Once logged in, you can personalize your password and explore your dashboard.

http://////shared.paychex.margorental.com?email= @westviewcoop.ca
N _______________________________________________________________________________________________________

If you see an email similar to this, do NOT click any links. Do NOT open any
attachments. Delete the email and remember to also delete it from your Deleted
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