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2024-06-11 - Don Guilbeault - Comments (0) - General

Good Day all,

Please note there is a SCAM phishing email going around.

Details:
Subject: Skura Sent you an EFT Payment for INV (Randon Number and todays Date)
Attachments: .png file and .htm file

Body of message: Claiming the is a scanned document form XEROX scanner

KEY Red Flags:

1. The Senders Email address is a UK Hotmail address not from a specific company
2. The attachment is a .HTM attachment - remember .htm or .html attachments are nearly always a SCAM!

3. There is a FAKE (This sender has been verified) message... Our mail system will never insert a claim
that an email is safe.

4. The message has your email address everywhere to try and convince you it was sent directly to you.

Additional information regarding this particular phishing attempt... Deep diving into the .PNG
attachment, which is normally reserved for picture files, it is found to contain a script to attempt to download
malicious software.

Going forward please avoid opening .PNG files included as attachments. If you do require a picture either sent
to you or, you are sending them to someone else. Please ensure the picture file is in .JPG format.

If you receive a message like this. DO NOT click any links, DO NOT open any attachments. DELETE the email
and remember to also DELETE the email from your deleted items.

See Example screenshot below:
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From: Mira Skura <miraskura@hotmail.co.uk>
Sent: Tuesday, June 11, 2024 5:05 AM

To: _ westviewcoop.ca>

Subject: [EXT] - Skura Sent you an EFT Payment for INV 11098 11/06/2024
Importance: High

ic.auTlON:Please note this email originated from outside our co-operative association. Please exercise caution when opening attachments and or clicking links!

Please open the attached document. It was scanned and sent to you using a Xerox scanner on Tuesday, 11 June 2024 .

I cstvicvicoop.ca

Mumber of Scanned Document: 2|
Attachment File Type: HTML

Thank you!

Mira Skura

Sales Order Processing/Customer Service Rep
We Do That !

Trusted Partner| F d| i ive | Service

Regards,

Don Guilbeault

Technical Support Coordinator
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Let us know how we are doing please fill out our guest survey www.westviewcares.ca

This email including attachments is confidential. If you are not the intended recipient, any redistribution or copying of this
message is prohibited. If you have received this email in error, please notify us immediately, by return email, and delete this
email.
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