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Hello All,

Please note there is another Phishing Scam going around again. See Image below:
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From: Invoicing <sho tosagoro.com=
Sent: Tuesday, January 31, 2023 9:38 AM
To: INCERT Team_Member @westviewcoop.ca>

Subject: |EXT] - Reminder: Past Due Invoice H22852A€ Eestv’lemocp, Inc >

CAUTION:Please note this email originated from outside our co-operative association. Please
exercise caution when opening attachments and or dlicking links!

Westviewcoop Invoice

I i O 12023
J—g‘;gﬁlgf e Amount Due: $ 1 7 ,84 1 - 50

Dear Customer :

Your invoice appears attached. Please remit payment at yvour earliest
convenience.

Thank you for your business - we appreciate it very much.
Sincerely,

Accounts Receivable
Morgan Pearsons
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Key Red Flags:
1. The attachment is a .htm file

2. Subject line has the company name as Westviewcoop Inc. which is basically just transcribed from our
Web domain.

3. The body of the message also has the company name as Westviewcoop
4. Sense of urgency claiming it’s a past due invoice.
5. Finally, in searching up the domain from the email address. It appears to be some company out of Asia.

If you receive and email looking similar to the above example. DO NOT open any attachments, DO NOT click
any links. Delete the email and Delete the email from your deleted items.

Regards,

Don Guilbeault
Technical Support Coordinator

Westview Co-operative Association Limited
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Let us know how we are doing please fill out our guest survey www.westviewcares.ca

This email including attachments is confidential. If you are not the intended recipient, any redistribution or copying of this
message is prohibited. If you have received this email in error, please notify us immediately, by return email, and delete this
email.
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