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2024-05-17 - Don Guilbeault - Comments (0) - General

Good Day all,
Please note: there is a scam / phishing email going around.
Subject: Re: Not Cool, Guys Westviewcoop/SecureDoc (Random Number, today’s Date)

2 Attachments: Secure-Doc-(Random Number).pdf and Secure-Doc-(Random Number).htm

Body: There is nothing in the body of the message other than our warning about opening emails from outside
our organization.

Key Red Flags:

1. The subject says westviewcoop not Westview Co-op
2. That attachment is a .htm file
3. There is no content in the message body

4. The sender email is from company in the Carolina’s.

If you see an email that is similar to the above: DELETE the email. DO NOT open any attachments. Remember
to also delete the email from your deleted items.

When in doubt while dealing with emails. Always ask.

See message example below:


https://helpdesk.westviewcoop.ca/
https://helpdesk.westviewcoop.ca/news
https://helpdesk.westviewcoop.ca/news/general
https://helpdesk.westviewcoop.ca/news/posts/phishing-scam-5172024
https://helpdesk.westviewcoop.ca/news/general

Fwd: [EXT] - Re: Not Cool, Guys! Westviewcoop/SecureDoc #883312 on Fri, May 17, 2024|May 17, 2024 10...
“ Reply “53 Reply All » Forward 7y s
Fri 5/17/2024 12:48 PM

You replied to this message on 5/ B
If there are problems with how th s displayed, click here to view it in a web browser.

. Secure-Doc-6673406887. pdf - ure-Doc-6004094565.htm v
L8 20KB B

From: thodge @sevendaysinhomecare.org <thodge @sevendaysinhomecare.org>
Sent: Friday, May 17, 2024 11:32:17 AM
Subject: [EXT] - Re: Not Cool, Guys! Westviewcoop/SecureDoc #883212 on Fri, May 17, 2024|May 17, 2024 10:32:17 AM

CAUTION:Please note this email originated from outside our co-operative association. Please exercise caution when opening attachments and or clicking
links!

Regards,

Don Guilbeault
Technical Support Coordinator
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