Westview

News > General > Phishing Warning 06-24-2024

Phishing Warning 06-24-2024

2024-06-24 - Don Guilbeault - Comments (0) - General

There is a new scam / phishing email that is going around.
Subject: Westviewcoop Confidential Files

Body: There is no message in the body of the email other that our injected External Sender Warning

Attachment: Westview Co-op Confidential Docs.

Key Red Flags:

1. The subject line says Westviewcoop not Westview Co-op
2. There is no message in the body of the email

3. The attached PDF is only to a QRCode that will navigate to a malicious fake SharePoint Site to try and
steel you login credentials.

See example below:


https://helpdesk.westviewcoop.ca/
https://helpdesk.westviewcoop.ca/news
https://helpdesk.westviewcoop.ca/news/general
https://helpdesk.westviewcoop.ca/news/posts/phishing-warning-06-24-2024
https://helpdesk.westviewcoop.ca/news/general

Q SharePoint

.

You have received a document to review and sign today

Please use your smartphone camera to scan the QRcode below for quick access to your
document for review

Electronic Signature Required. Please Doecusign - Westview Co-op® Personnel Enroliment Benefit Compensation#420818.
— —



